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MFA Setup Instructions
What is MFA?

Multi-Factor Authentication (MFA) adds a second layer of security to your BAC account by requiring both
a password and a verification method such as a code or phone approval. MFA is required for accessing
BAC Office 365 apps like Word and BAC email, especially from off-campus.

Key Requirements

e You must enroll in MFA before accessing your BAC email.

Setup Instructions

1. Login to your account
e Easiest way to set this up is by going to https://mysignins.microsoft.com/security-info
e Sign in with your BAC credentials

@‘Bﬂlmomﬂbhcy
COLLEGE

@abbey.bac.edu

Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

Sign in using your BAC email address and password.
If you have not registered for the password reset
tool, please register at https://aka.ms/ssprsetup/?
whr=bac.edu. If you need to reset your password,
please use our password reset portal at https://
aka.ms/sspr/?whr=bac.edu or call our Help Desk at
704-461-6247.

e Verify using an existing MFA method if already enrolled, if not proceed to set up MFA
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2. Set Up Microsoft Authenticator
e Download from the App Store or Google Play
e Click on next after you sign in

Keep your account secure

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next”.

| want to use a different authenticator app

Next

e Open the app, click Add account, Work or School, Scan QR Code

Keep your account secure

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

e Using your mobile device, scan the QR code presented in the portal
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https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en-us
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Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”.

‘ Can't scan image? ‘

e Approve the notification and/or enter the number shown to complete setup

Keep your account secure

Authenticator app

Enter code
MU HNK
Enter the 6-digit code shown In the Authenticator app.
Enter code
-
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Authenticator app was successfully

Keep your account secure I

Fri, 09 May 2025 15:44:24 GMT

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

D Authenticator app

e Click done and your MFA has been set up. You may continue to access BAC systems and services.

Best Practices
¢ Do not delete the app or change your phone without updating MFA settings

Modifying or Resetting MFA
e Visit https://mysignins.microsoft.com/security-info
e Use any enrolled method to sign in
e Add, remove, or update MFA methods as needed
e If locked out, contact the BAC Help Desk for an identity-verified reset

BAC Help Desk
ePhone: 704-461-6247 ¢Email: support@bac.edu *Website: https://support.bac.edu/
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